ParbMBOCT CNEKYNaTUBHOI U3BplLUaBakba




Cappxaj

* Llypen-e nHpopmauuja Kpo3 opraHusaumnjy padyHapa
« PawunsocT Tnna Meltdown
 PamuBOCT TMNa Spectre
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Mpepsuharbe CKOKOBaA

e YcnewHo npeasuhame

wmcetp. i (branch) IF [ID]J10] sc [ bI [RR]EX [MEM[] wB [ CMm
| 1D 10 SC DI RK EX VIEM| Wb CVI
IF | D [1Q[sc| bl [ RR | EX |[MEM| WB [ CcM

IF

unctp. i (branch) IF [ D J10] sC [ DI [RR]EX][MEM] WB [ CM
IF [ ID [ IQ [ SC [ DI |[RR| EX [MEM[ WB | CM
IF [ ID | 10 [sc|[ Dbl [RR| EX [MEM[ WB [ CM
IF [ D] 10 [sclpl[RR] EX IMEM| WB | CM
o HeyCFIeLIJHO npensuhame CnekynatmeHO n3BpLiaBame!
uncrp. i (oranch) IFTID]10] sc bl [RR]EX][MEM] WB [ CM
IF [ ID | 1Q | SC| DI |RR| EX | idle | idle | idle
IF | 1D [0 [ sc bl [ RR [idle | idle [ idle | idle
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Meltdown - Spectre

Paowu ce o aBa pasnuyunTa tuna Hanaga
JaBIbajy ce y BuLLE BapujaHTK

Oba Hanaga omoryhaBajy He103BOJSbEHU NMPUCTYIN MEMOPU|U
— YuTake ca nokauuje Koja M He npunaga

O0a Hanaga Hanagajy MUKpoapXUTEKTYpY, a He codhTBEpPCKe
rpeLuke

Oba KopucTe cnekynaTMBHO MU3BpLUABaH€ N Kew MeMopUjy
— Meltdown Hanaga pag ca usyseunma
— Spectre Hanaga npeasuhale CKOKOBa




Llyperwse uHpopmaumja

« LlTa je Hanag Ha 6o4HWM KaHana?

— [lpate ce dpyHKUNja NN KapakTepUCTMKa cMcTtemMa Koju OTKpmBa
HeXxerbeHe MHgopmauuje

— Meper-e BpemMeHa 3a MHOXeHe PeTKO NnoceaHyTe MmaTpuue roBopu o
Opojy He-Hyna
— Bpewme, notpowra eHeprunje, PO emucuje, ntg cy cem 604HM KaHanm
« LlTa je npukpmBeHn Hanag Ha kaHan?
— Memrare cnctema Tako ga oTkpuje nHgpopmaumje
— WHcTanunpawe nporpama Koju npaTtu NpUTMUCKe rno tactaTtypu
— Spectre n Meltdovn cy npukpnBeHn Hanaan Ha KaHarn

« OBW Ha3MBU ce He KopucTe jeaHoobpasHo!



Llyperbe MHOpMaLMja KPOo3 Kewl memopujy

* MoryhHocT goxBaTtawe nHgopmaumja n3 ke memopuje
a [a TO HUKO He NPUMETU!  Kojux undpopmaumja?

- [1a nn ce MmoXe ogpegnTn Oa nu je agpeca KkewmpaHa?

 Meperne Bpeme npeLmnsHMm TajMepom
— HekelunpaHoj Bpe4HOCTU ce cnopo npuctyna
— KewwupaHoj BpegHocTn ce 6p30 npucryna

— OBO MOXe buTn Hanag u Ha 6o4YHM KaHan 1 Ha
NPUKPUBEHN KaHar




Hanapg tvna U36auu u yuutaj — Flush and Reload

*  W3bauntn ogpeheHn cagpxaj n3 ke memopuje
* YCNOBHO NOHOBHO y4YMTaBaheE Yy KeLl

— Kako ce ycroBHO yunTtaBa y Kew?
* [lOHOBHM NpUCTYN JIOKaUMju

— bp3 npuctyn -> agpeca je kewmpaHa

— Cnopu npucTyn -> agpeca Huje KelumpaHa
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ParbusocTt Tuna Meltdown

* [lpeTnoctaBMMO Oa 3rTIOHaMepPHU KOO CaapXu:
O raise_exception
1 ; rcx = kerne
2 ; rbx = probe ar
3 mov al, byte [rcx]
4 shl rax, Oxc

5 mov rbx, gword [rbx + rax]

address

= 3ap oBo Hehe reHepucaTtn npekna?!

Hehe ako He Tpeba aa ce nsspwu!



ParbusocTt Tuna Meltdown

«  Kopauum:
« Hanagad nosuea nporpam
— CnekynaTMBHO M3BpLUaBake€ MHCTPYKLMja HAKOH NO3nBa Npekuga
* Yuta agpecy koja npunaga jesrpy 6e3 nposepe npusunerunja
« Y6auyje nogaTtak y kel y CBOj HU3
« Opbauyjy ce npomeHe kafda ce yTBpAM Aa je 0OBO MHCTPYKLMja npekuaa
— 3aBpLuaBa ce MHCTPYKLUWja No3nBa npekuga
« Hanagad mepu Bpeme 3a npuctyn go probe_array[i*4096]

— bp30o yntawe — ca nokauuje Koja ogroesapa nogaTky ca nokauumje
kernel address

— Cnopo untawe — ca ocTanux fokauuja
— MoryhHocT Benukor 6poja noHaBrbana ( ~X00KB/s)




ParbusocTt Tuna Meltdown

« (OBa pamUMBOCT Ce Mnojasrbyje Koa VIHTenoBux npouecopa
KOJU MHCTPYKLUUje U3BpLUaBajy BaH peaocnena, n Koa
HeKnX ApMOBUX npoLecopa, ann He n kog AM

 Moryhe ra je codpTBEpPCKM NPEMOCTUTH

— KPTI/KAISER Linux 3akpne Koje manupajy MUHUMaITHK
[eo0 jesrpa ca nporpaMmom unu nogauunma

Linux User/Kernael Windows, default
Memory Split memory split

axfFFFFffff
excBaaseans

User Mode Space
{3IGB)

@x FFFFFFFF

Bxaagaasea

User Mmode Space
[(2GB)
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TpoBawe npeasuharba CKOKa

 MoryhHocT ga ce npeBapu npouec Tako ga rnovHe ga
ogaje MHgopmaumje

 Moxe ce TpoBaTu:
— WUCNYHEHOCT yCIioBa CKOKa
— aJpeca Ha Kojy ce ckaye
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LLiTa ce aelwlaBa NPUIMKOM NpomeHe KOHTeKcTa?

« OnepaTtuBHU CUCTEM je 3ay>KEH 3a MPOMEHY KOHTEKCTa, JOK
je xapaBep 3agy)KeH caMo 3a reHepucake npekmga

« (CBakom rnpouecy cy npuapyxeHe CTpPyKType nogaraka Koje
npaTe HeroBo perneBaHTHO Cake:
— CTtambe apxutektype padyHapa: PC, peructpu, PTP

« YyBajy ce n pecTtaypupajy npuinkomM npoMeHe KOHTEKCTa
* Crawe memopuje?

- CTtambe opraHunsaumje padyHapa: Kell, npeasunamba, ...
* WrHopwuwe ce nnu ce dpuiie
* VIrHopucame je Kiby4HM acnekT Ko4 OBUX parMBOCTU!




PatbnBOCT TUNA Spectre

* [lpeTnoctaBMMO 4a KOPUCHUYKW KOO CadpXu:
if (x < arrayl size)

y = array2[arrayl[x]*4096];
e [lpn 4yemy X noTn4ye N3 3NoHamMmepHOr n3eopa

* WaBpwaBare 6€3 npeasuhara ckoka je 6e3begHo

« [lpouecop HMKaga Hehe u3BpnTY array2[array1[x]*4096]
YKOMUKO je X < array1_size

« Lta he ce gecutun Kog cnekynaTtuBHOr U3BpLUaBaHta?
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PatbnBOCT TUNA Spectre

* [lpeTnoctaBMMO 4a KOPUCHUYKW KOO CadpXu:
if (x < arrayl size)

y = array2[arrayl[x]*4096];
« [lpe Hanapga:

— YTpeHupaTtu npegsuharme CKoka ga oveKkyje ga ycrnos
byae ucnyweH

— W3bauntn arrayl _size v array2[] us kewa
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PatbnBOCT TUNA Spectre

» [lpeTnoctaBMMO a KOPUCHUYKM KOO CaapXW:
if (x < arrayl size)
y = array2[arrayl[x]*4096];
» Kopauu:
« Hanagay no3msa nporpam npu 4emy noctaesrba gda je Xx=N (N > arrayl_size)
— CnekynaTtMBHO M3BpLLUaBak-€ Yeka Ha array1_size
» [lpeagBuha ga he ycnos if 6UTH ncnyweH
* Yuta agpecy (array1 + x) 6e3 npoBepa rpaHuLe 3a X
* Yntame nogartka Koju je y Kewly
* Yurta memopwujy ca agpece (array2 base + N*4096)
« Ybauyje array2[N*4096] y ke
« PauyHa ga ycnos if HMje ucnymweH 1 ogbayje npomeHe
— 3aBpLuaBa ce UHCTPYKLUKja
 Hanapgay mepu Bpeme 3a npuctyn go array2[i*4096]
— UYutane ca N je 6p30o ocTano je cnopo
— MoryhHocT Benukor bpoja noHaBrbawa ( ~X0KB/s)
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PatbmBOCT TUNA Spectre 2

Kopuwihehe NHCTPYKLMje cpadyHaTor CKoKa

(mp [rax])

3aTpoBaTtn npegsuhakbe CKOKa Tako Ja ce CKOYM Ha Kof Koju
ogaje cagpaj memopwuje (npetxogHu npumep)!

Kopauu:

— 3aTtpoBaTy agpecy Ha Kojy ce ckade kog npeasuhare ckoka
TaKo [a ce CKOYM Ha Oe0 Koda Koju ofaje cajpkaj memopuje

— KMcnpasHutum kel

— [lokpeHyTH KoL,

— YuTaTtn oceTrbuBe nogaTke

— [loHaBrbaTn y netrom
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ParwbuBoct Tnna Spectre 2’

* 3/10HaMepHU KOA; *  KOPUCHUYKM KOA;

LabelO: if (1) R1 < (from attacker)
R2 €< some secret
LabelO: if (...){...}
else {...}

Labell: ... Labell: lw [R2]

« 3aTrpoBaTu npeasuhale CKOKa Tako ga ce CKOYM Ha Kopa
KOju ofaje cagpkaj memopuje (npeTxogHu npumep)!
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PatbnBOCT TUNA Spectre

« Kako 3atpoBatm BHT/BTB?

— Hwuje Tewko ako cy no3aTtun anroputMum U ako ce nuile Ko
KOju TO paau
* Moryhe n kopuwherwem JavaScript, 3a VM Ha EC2
« Kako HaTtepaTtu padyHap KOju ce Hanaga Aa NnokpeHe
oBakaB Koa?
— 3aBucK o Tora Ko je XpTBa

— Hajnakwe y okpyxewy 3a JIT, moryhe je yntaTtu ctamwe
Chrome kopuctehun JavaScript




PatbnBOCT TUNA Spectre

* ParwunBOCT TUnNa Spectre noraha cee npoLecope ca
n3BpLUaBakeM BaH pegocneqa!

— [loTtBpheHo kog MHTena, Apma, Aemaea
« CodbTBeEpCKE 3aKpre HMUCY OOBOJbLHE U Criope cy
— CMarene MHOMPEKTHMX CKOKOBA

— 3abpaHunTn cnekynaTtMBHO U3BpLUABaH€ KO KPUTUYHNX
OenoBa koga

* Hwuje nako ogbpaHnTn ce o oBMX Hanaga!
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Ko je oTKno parwusocr?

* Meltdown
— He3aBWCHO cy OTKpUnu:
« John Horn (Google Project Zero)
« Werner Haas, Thomas Prescher (Cyberus Technology)

« Daniel Gruss, Moritz Lipp, Stefan Mangard, Michael Schwarz
(Graz University of Technology)

Spectre

— HesaBuCHO cy ra opTKpuUnu:
» John Horn(Google Project Zero)

« Paul Kocher y capagrun ca: Daniel Genkin (University of
Pennsylvania and University of Maryland), Mike Hamburg

(Rambus), Moritz Lipp (Graz University of Technology), Yuval
Yarom (University of Adelaide and Data61)
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NMurtamwma?

EnekTpotexHnykn dakyntet
YHuBep3nTetT y beorpaay




